
EPA issued an enforcement alert on May 20, 2024, outlining the 
urgent cybersecurity threats and vulnerabilities to community 
drinking water systems and the steps they need to take to comply 
with the Safe Drinking Water Act. Recent EPA inspections revealed 
that over 70% of the water systems inspected do not fully comply 
with the requirements in the Safe Drinking Water Act and that 
some of those systems have critical cybersecurity vulnerabilities.

Recent Cybersecurity Attack Damage
If you don’t think your facility needs better cybersecurity, then 
please scan the QR codes to read these two articles to inform your 
decision:

Recent Cyber Attacks on Critical 
US Infrastructure:                                                            		

bit.ly/RecentUSCyberAttacks

Kansas water treatment cyber attack:                                                     	
bit.ly/texas-cyberattacks-russia

Arizona’s Critical Drinking Water 
and Wastewater Systems are 
Facing Cyber Attacks – 
Your Facility May Be a Target

Drinking water and wastewater systems are an attractive target for cyber attacks 
because they are a lifeline critical infrastructure sector but often lack the resources 
and technical capacity to adopt rigorous cybersecurity practices.

– U.S. Environmental Protection Agency (EPA) Administrator Michael S. Regan and 
Jake Sullivan, assistant to the president for National Security Affairs

To get general cybersecurity questions answered 
you may contact the Arizona Department of 
Homeland Security:
Phone: (602) 542-7013
Email: cyber@azdohs.gov

View the back of this card to learn how you can 
improve the cybersecurity of your facility’s network.



For Governmental OR Private Sector Entities: 
Environmental Protection Agency (EPA): 
Cybersecurity Vulnerability Scanning for Water Utilities

Website: bit.ly/EPAcybersecurity-water
Contact: Click on “Request Cybersecurity Technical 
Assistance” from website
                           
                                                                                                                 

For Governmental OR Private Sector Entities:
Cybersecurity & Infrastructure Security Agency (CISA) Part of 
Federal Department of Homeland Security
Cybersecurity Vulnerability Scanning for Water Utilities

Phone: 1-844-Say-CISA
Email: SayCISA@cisa.dhs.gov 
Website: cisa.gov/water
Contact: Click on “Free Cyber Vulnerability scanning 
For Water Utilities” from website  

For Governmental Entities Only: 
Arizona Department of Homeland Security: 
Statewide Cyber Readiness Program (Government Entities Only)

Phone: (602) 542-7013
Website: bit.ly/AZDoHS
Contact: Click on “Participation Request Form” 
from website 
FAQs: Click on “Program FAQs” in sidebar of website 

Assess the current cybersecurity 
of your system

We urge you to take this first step, which 
can greatly benefit your business, facility, 

customers, and the environment.
Free tools and resources are available to guide 

you through the assessment and help you
keep your network safe from cyber attacks:
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